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Abstract: In this work it is presented a contraction analysis-based design for the synchro-
nization of a pair of chaotic fractional order systems is presented. It allows to send encrypted
information through a channel, using the chaotic sequence generated by a master system as
a carrier signal to the second slave system which decrypts the message using a key signal.
Contraction analysis gives a straightforward analysis design, one given for the synchronization
and convergence of neighbor trajectories of both systems. Numeric examples are presented to

show the effectiveness of the proposed design.

Keywords: Fractional order systems, adaptive observers.

1. INTRODUCTION

Even though the concept of integro-differential fractional
equations were first proposed at the end of the 17th
century and taken into account as a research subject until
1884, their application to describe dynamic systems has
only been gaining attention in recent years due to the fact
that several classes of physical systems, especially those
including diffusion dynamics or friction, as well as memory
and hereditary properties in materials and systems can
be better and more succinctly described by fractional
derivatives and integrals, rather than by their integer
counterparts [Caponetto, 2010]. As usually the integer
integral or derivative is represented by the operators J"
and D™ respectively, where n € N; so, fractional integral
and derivative are typically described also as the operators
J? and D®, where a, 3 € R.

As the same tools used to analyse linear systems with
integer differentials and integrals, such as the Laplace
transform and the Fourier analysis can be extrapolated
and used in linear fractional ones, some methods have
been proposed to approximate the solution given by a
fractional differential equation of fractional differential
system (FOS), from a higher-order transfer function with
integer derivatives [Mansouri et al., 2010, Oustaloup et al.,
2000] to the analysis of the step response [Dorcdk et al.,
2002], similar to the case of first and second-order sys-
tems. In most cases the parameters of FOSs are assumed
known or obtained from a physical analysis of the system,
especially regarding the fractional « and .

New techniques for analysis of linear and nonlinear
fractional-order systems have been proposed in recent
years. Lyapunov analysis for stability has been extended
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to the fractional case [Aguila-Camacho et al., 2014,
Duarte-Mermoud et al., 2015], as well as for the Barbalat
lemma [Navarro-Guerrero and Tang, 2017], that have
been used to propose a contraction-analysis approach to
not only the convergence of the trajectories of a FOS
to a fixed point, but also convergence among trajecto-
ries based on contraction-analysis [Gonzalez-Olvera and
Tang, 2018]. This approach has been proven to be useful
in analysis and design of synchronization schemes for
chaotic systems, investigated [Zhu et al., 2009] to study
its applications [Angulo-guzman et al., 2016, Delgado and
Duarte, 2014, Hartley et al., 1995] and to design secure
communications [Kiani-B et al., 2009].

In this work we present an observer of a synchronization
scheme for a chaotic fractional-order systems in order to
send an encrypted message, based on contraction theory
analysis and design. The paper is organized as follows: In
Section 2, a brief description of fractional calculus and
systems are given and the problem statement is given. In
Section 3, the algorithm for the synchronization scheme
based on contraction theory is presented, and in Section 4
results are shown in order to illustrate the effectiveness of
the method. Finally, conclusions are discussed in Section
5.

2. BACKGROUND

From a mathematical point of view, a fractional order
integral or derivative is defined as an extrapolation of
the definition of the integer-order integral or derivative
of a certain function f(t), seen as a general fractional
differential operator D®. In this work we use the Caputo
Fractional Differential Operator [Caputo, 1967]:

CDRf(t) = f ) =
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1 ! dt™
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dtm
1)
as in the area of control systems, generally the Caputo’s
definition is preferred, since the initial conditions typically
associated with physical interpretation are involved, such
as the integer derivative at ¢t = 0. In this work we use the
simplified notation § D& f(t) = D(®) = f(@)(¢).

2.1 Contraction analysis for fractional-order nonlinear
systems and asymptotic convergence

Let a fractional-order state space system with an initial
condition be defined by the fractional differential equation
x(@(t) = £(x(t),1), x(to) = X0, (2)
where x(t) € R" is the state vector, t > tg = 0, £ : R" x
RT — R a nonlinear continuously differentiable vector
field, and a = [a1, aq, .. ., ozn]T are the fractional orders
a; € (0,1]. This definition includes systems with external
inputs f(x(¢),t) = f(x(t),u(t),t) or with a feedback
control u(t) = u(x(t),t).
Assumption 1. (2)is of commensurate order, so « is taken
as a single scalar, where 0 < o < 1.

Consider then a given trajectory x(t) of the system (2),
(and with little abuse of notation (let x = x(¢) when
possible) and in a fized time an adjacent trajectory X(t)
defined as x(t) = x(t) + 0x(t), where dx(t) is the virtual
displacement from the original trajectory. Then |0x(¢)]|
as the differential distance between them at a fixed time.
Given that the fractional derivative is a linear operator,
the dynamics of X(¢) is described by:

D%(t) = D™ (x(t) + 0x(t))
= DOx(t) + D¥x(t) = f(x(t), 1) + 6x ¥ (t), (3)

The dynamics of the virtual displacement of each xl(a) (t) =
fi(x(t),t) at a fixed time is given by

[z ()] = 8[f,(x(1), )] = Ol fi(wrs ... xnst)] = (4)
"L (0f;
(x(t), t)5zx(t).  (5)
> (57) :

Therefore, as §[D*z;(t)] = D[(Smga)(t)] = 6w§a)(t) at a
fixed time t, we get
of
ox(@) = a—&x 2 J(x,1)0x, (6)
x
where J(x,t) = [0fi(x(t),t)/0x;(t)] = 0f /0%, that is, the
jacobian matrix of f(x(t),t). It is interesting to note how,
given that the virtual displacement is given in a fized time,
no fractional derivatives appear at the right side of (6).

As consequence, for adjacent trajectories of (2), the
dynamics of their difference is given by (6), that depends
on the properties of J(x,t), where its symmetric part is

J, = % (J(x,t) + JT(x,1)),

and A\, = sup,cy{Am(x(t),t)} the bound of its largest
eigenvalue in a given region of the state-space x € X C
R
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Let the Euclidian distance be given by V(0x(t)) =
%Héx(t)“2 = 10xT(t)éx(t). Using the result given by
Aguila-Camacho et al. [2014], its fractional derivative
DV (6x(t)) results in the inequality:

DV (6x(t)) < oxT (t)D*6x(t) = oxT (t)J (x(t), t)ox(t)
<A

mOx T (£)6x(t).

So we have the fractional-order differential inequality
DV (x(1)) < 23,V (9%(1), (7)

Therefore, there must be a non-negative function m(t)
such that the equality is met, i.e.

DV (6x(t)) = 2X,, V (6x(t)) — m(t). (8)
Given that 0 < o < 1, let L{V(dx(¢))} = V(6x(s)) and
L{m(t)} = M (s), from (8) we obtain:

LDV (6x(t))} = s‘iV(éx(s)) — 571V (6x(0))
=2\, V(6x(s)) — M (s),
V(6x(5)) (5% — 2\,,) = sV (6x(0)) — M(s).  (9)
Therefore,

Sa—l

1
—V(0x(0)) - ———M 10
S V() - 5 M(s). (10)
As for a pair of functions g(t), h(t) we have that the
Laplace transform of its convolution is

c {/0 g(B)h(t — T)dT} — L {g(t) « h(t)} = G(s)H(s).

We then obtain the solution in the time domain:

V(6x(s)) =

V(6x(t)) = Eo(2Amt®)V (5%(0)) —
(t* ' Ea,a(2Ant®)) * (m(t)).  (11)

Given that m(t) and t*"1E, ,(2\,t) are non-negative
functions [Li et al., 2009], then the solution to the inequal-
ity (7) is:

V(0x(t)) < V(0x(0)) Ea (2Amt®). (12)

Now, if in the region \,, < 0 V x € X, then it
is guaranteed that tlim V(éx) = 0. Consequently, as
— 00

V(ox(t)) = L|6x(t)|]?, the distance between adjacent

trajectories decays inside the region as

lax(®)]| < [16x(0)]| \/ Ea(2Amt®), (13)

while the states remain in the region. Therefore, it follows
that lim;_,~, 0x = 0 whenever xg € X, and a asymptotic
convergence is guaranteed.

With this result, we can give the following definition:

Definition 1. [Gonzdlez-Olvera and Tang, 2018] Given
(2), a region X of the state space is called a contractive
region if the symmetric part of the Jacobian matrix 9f /0x
is negative definite for x € X. If it is only negative semi-

definite, then the region is called semi-contractive.
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Therefore, in a contractive region the trajectories con-
verge to each other with a distance bounded by a Mittag-
Leffler vanishing function, and we can give the following
theorem:

Theorem 1. [Gonzédlez-Olvera and Tang, 2018] If the sys-
tem (2) is contractive in a given region X C R™, then
if a given trajectory remains inside the region, then any
nearby trajectory that starts in a ball around that tra-
jectory converges asymptotically to the former, and the
distance between them is bounded by a Mittag-Leffler
vanishing function.

Now consider a different metric, seen as a change of
coordinates given a linear time-invariant invertible trans-
formation 7' € R™*™ in the form

0z = Tox, (14)
and let the generalized Jacobian matrix be defined as
of
F(x,t)=T_—T"" 15
() =T (15)
In this sense, a given Euclidian metric is defined for the
virtual infinitesimal displacement by ||6x||% = ||0z]|*> =

oxT Péx, with P = TTT. The objective now is to analyze
convergence of the trajectories of (2) and, for that matter,
we can give the next definition:

Definition 2. Given (2), a region X of the state space
is called a contractive region with respect to a constant
uniformly positive definite metric P = T7T if there
exists a positive scalar g > 0 such that the generalized
Jacobian matrix (15) complies with F(x,t) < —BrlI, or

equivalently (g—)f()TP + P(%) < —=28pP, for x € X.
In other words, a contractive region is such where the
symmetric part of (15) is negative definite, while if it
is only negative semidefinite, then the region is called a

semi-contractive region.

Then we can postulate the following Theorem:

Theorem 2. If the system (2) is contractive under a given
metric P > 0 in a given region X C R", then adjacent
trajectories inside the region converge asymptotically to
each other, and their distance is bounded by a Mittag-
Leffler vanishing function.

In the case of a semi-contractive region, that is, when
(15) is only negative semi-definite, it can only be proven
that the distance among trajectories remains bounded.
Consider then the class of systems (2) that, given a
diffeomorphism ¢ = (¢f,¢1)T = ®(x) are transformed

into
D 51 — f1(£17§2)
&2 £2(61,82) )

where the first variation is
of1(&1,&2) 0f )

(61,8
o0& _ | oe 0¢ 0¢
D (65;)_ 5’f2(€117§2) 8f2(§12,§2) <5§;)’ (17)
0&1 08

and consider that if 2% ((9551 :£2)

0Vt > 0, given the posit?ve definite function
1 1
V(661,682) = 555{551 + 5663 662,

2
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_ _ané&-llny) and anéE&lQ,fg) —

(18)
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we have that its fractional derivative along the system
trajectories complies with

T8f1(§17£2)5
oG

Therefore, we can state the following Theorem:

V{56, 86,) < 6¢ 37 (19)

Theorem 3. If the system (2) is semi-contractive under
the metric P > 0 in a given region X C R", and if
there exists some diffeomorphism & = (¢7,¢0)7T = @(x)

such that 3f1(8§£12752) _ _3f2(6~££117§2)7 8&%5512752) = 0, and

%&’52)<Ofbrx€X,then5§1—>0ast—>0with

a Mittag-Leffler vanishing function, and ||6&3|| remains
bounded.

2.2 Partial contraction

One particularly useful result of contraction analysis is
that it gives analysis and design tools to determine when
the trajectories of two systems will converge asymptoti-
cally, and not necessarily to an equilibrium point. That is,
if the trajectories of a given system 31 are a particular so-
lution of a second system Y5, and it results that the latter
is contractive, then its trajectories would asymptotically
converge to the former.

For example, consider the pair of the scalar systems with
a € (Oa 1] E1 : y(a)(t) = _y(t> - ys(t) +Sln(t) = f(y7y7t)
and Xy : 0@ (t) = —v(t) — ¥3(t) + sin(t) = f(y,v,1).
When v = y, the trajectories of ¥; are a particular
solution of those of Xs.

Consider once again (2) expressed as
¥ x@ = f(x,x,1). (20)

Note concretely that in (20), f(x,x;t) = f(x;t), that
means that this can be separated, depending on the
convenience of the result or the design, arbitrarily. Define
then an auziliary system in the form

PIEE X(O‘) =f(x,x,t). (21)

Clearly, x = x is a particular solution. Then, we can
postulate the following theorem:

Theorem 4. Consider the nonlinear commensurate frac-
tional-order system (20) expressed as in (21). If the latter
is contractive with respect to y, then if some solution
of x satisfies a given property (such as smoothness or
convergence) in a given region x € X C R", then all
trajectories of the original system (20) verify that given
property with asymptotic convergence following a Mittag-
Leffler bounding vanishing function, and the original
system is said to be partially contractive.

Proof 1. This proof follows the same steps as in Theorem
3 of Lohmiller and Slotine [1998], as the solution of x-
system has a certain particular property, then the partic-
ular solution y = xV¢ > 0 implies that x verifies that
property asymptotically with a Mittag-Leffler bounding
vanishing function.

Following the previous example, the jacobian matrix of ¥q
is J(v) = —1 < 0, and therefore is partially contracting,
50 lims 00 y(t) — v(t).
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3. SYNCRONIZATION DESIGN VIA
CONTRACTION ANALYSIS

From the previous discussion and results on partial con-
traction, consider that ¥; : x(®) = f(x, x, ) is the master
system, whose trajectories x are to be followed by those
of a slave system ¥y : %(®) = f(%, x,t). Therefore, if ¥y is
partially contracting with respect to X, then the solutions
x and X converge to each other.

Consider the communication system portrayed in Fig. 1.
The basic idea consists of using a chaotic signal generator
as a generator of a pseudo-random signal that masks an
information signal and delivers it to a secondary system,
and the original message can be decoded from the received
contaminated signal.

1 ! I
1 ! I
| 1 y@® !
1 Fractional : ! Fractional :
1 i -2

| Chaotic | Q10 Observer !
| System |
! 1
! 1

m(t)

m(t)

Fig. 1. Communication system using a fractional-order
chaotic system and observer

Consider that the first system is given by the Arneodo’s
chaotic fractional-system

It is clear that, from the contraction analysis point-of-
view, the x system is a particular solution of X if X = x,
w(t) = 0 and y = &;. Therefore, if we can prove that
observer is contracting in respect to X then lim; ,,, X = x.
Taking the Jacobian matrix if the X-system we obtain:

-K; 1 0
Je = (—K2 0 1 )
—K3 —f32 —f33

In order to search for a gain and parameter combination
that assures semi-contraction of system (24), consider the

general metric
p1 P2 P3
P={p2psps |-

P3 Ps Pe

(25)

Solving for a particular metric P > 0 such that (%)T P+
P (g—i) < —20p P the synchronization can be achieved.

4. RESULTS

In order to synchronize both systems and symplify the
analysis, take K1 = Ko = 0 and K3 > 0, so the condition
for partial contraction is given by the metric

P = (Pc—l Pc—2 Pc—S)

being positive definite, where

4K33 +4 K32 —10K5 + 49

To (t)
(@) (t) = z5(t) w(t), 2K3 (2K3 — 1)
3 9K3* +7
—Pra1(t) — Pawa(t) — Bsxs(t) + Baxi(t) P.,= -7 23K -
y(t) = :(1), (22) s a0

where w(t) is a perturbation signal and 7 is the time Ks
factor. Assuming that only the output y(¢) is measured 9K32+7
and transmitted, the signal containing the message m(t) - Ky (2K5 —7)
is given by AR +T1Ks+4

ym(t) = y(t) + m(t) (23) Fe2= 2 (7 K3 -2 K32)
According to Lu [2005], this system shows a chaotic 2 (K32 + K3 +1)
behaviour when a € [0.7,1] and 8; = 5.5, B2 = 3.5, TKs —2K52
B3 =1 and B4 = —1. In this analysis, the time factor can 1
be adjusted in order to create a faster or slower generated —
chaotic message, and for other values the following results ) Ks
can be adjusted accordingly. Py = 2 (KS + K3 + 1)

=3 = 2
The main problem now is to design an observer that, given 7 Ig«}{g _2|_I§ 3
that only y(t) is transmitted privately, reconstructs z(t) —
TKs—2Ks

from y,,,(t), given that the former is transmitted over a
public channel.

Consider the observer (that receives the synchronization
signal y(t)), that will work as a decodifier for the masked
message m(t), given by

@‘2 + Ky (y — 3:01)

T3+ Ko(y — 1) ,

—B1w1 — Boda — B3z + Bax + Ka(y — #1)
(24)

%@ =
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The condition for P > 0 is given by K3 € (0,7/2),
and according to Theorem 3 the conditions for partial
contraction are achieved, so the master and slave systems
synchronize lim X = x .

t—o0
From the conditions for contraction presented in Section
3, let K3 =1, so the obtained the metric matrix is

4.7321.0
P=1327912].
1.0 1.2 2.2

CopyrightoAMCA. Todos los Derechos Reservados www.amca.mx



= 2343 < —BrP <
1.847,

With this result, (%)T P+P (%)

0. As the minimum eigenvalue of P is Ay (P)
the condition is met with S = 1.0828 > 0.

Let the message be given by m(t) = 0.1sin(272t) 4+
0.05 cos(277t). In Fig. 2 it is shown the power spectrum of
both the masking signal and the message, where it can be
seen that the message is effectively masked by the chaotic
signal. It should be noted that varying the time scale T
to values different than 1 does modify the bandwidth of
the masking signal correspondingly, allowing to different
signals to be sent through the channel.

Power spectrum
14000 T T

Masking signal
Message

12000

10000 [

8000 [

6000 [

4000

2000

Frequency [Hz]
Fig. 2. Power spectrum of the masking signal and message

In Fig. 3 it is depicted the reconstruction of the signal
message even under a gaussian perturbation signal w(t)
with standard deviation o, = 0.01 and zero mean. It can
be seen of the signal is effectively reconstructed, with a
RMS error of 0.0045, that implies a 5% error in reference
to the transmitted message.

6

4

Error signal m(t) — m(t)
0.05 T T

4 6
Time [s]
Fig. 3. Signal reconstruction results
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5. CONCLUSIONS

This work has presented a contraction analysis-based de-
sign for the synchronization of a pair of chaotic fractional
order systems that allows to send encrypted information
through a channel, using the chaotic sequence generated
by a master system as a carrier signal, while a second
slave system decrypts the message using a key signal. Con-
traction analysis provides with a straightforward analysis
design, as well as conditions for the synchronization and
convergence of neighbor trajectories of both systems. Nu-
meric examples are presented to show the effectiveness of
the proposed design. Further work includes the stability
and robustness analysis for perturbed and noisy signals
recovered from the channel.
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