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Abstract: This work investigates the synchronization problem of wheeled mobile robots
(WMRs) in a leader-follower configuration while safely sending information. First, we design an
almost global trajectory tracking controller for the wheeled mobile robot. Then, we propose a
synchronization strategy using static (direct) couplings combined with an encryption algorithm
to add security to network communication. The stability and synchronization analyses were
carried out using Lyapunov and graph theories and complex systems concepts. We provide
experimental results to validate our theoretical findings.
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1. INTRODUCTION

In recent years, the scientific community, specifically in
the area of control and robotics, has shown great inter-
est in developing control algorithms with the objective
of coordinating multiple mobile agents. This is due to
the growing need to generate complex behaviors such as
synchronization and formation that can be exploited for
various applications in different areas. For this reason, the
importance of solving problems involving mobile agents
presents significant challenges from theoretical and prac-
tical approaches (Zhao et al., 2017).

One of the main challenges for coordinating multiple
robotic agents is their synchronization to achieve the abil-
ity to perform formations and achieve certain particular
objectives, ensuring that the communication between each
member is secure. While it is important to design different
control techniques to achieve synchronization, it is also
important to achieve it in different configurations, where
their behavior is efficient through tracking different trajec-
tories (Saradagi et al., 2017).

On the other hand, a large part of the research concerning
the synchronization and formation of robotic multi-agent
systems uses vision systems for position feedback. Vision
systems allow the robots to perform complex tasks with
great efficiency, scalability, and robustness. Consequently,
the different geometric formations can be applied to in-
dustry tasks, logistics, natural disasters, and surveillance,
among others (Miao et al., 2020).

It should be emphasized that the formations of robotic
agents can not only be static formations, but also time-
varying, taking into account the trajectories of all the
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members and the avoidance of them if they interfere in
their routes to avoid collisions. Therefore, it is important
to design control algorithms that achieve this task in
a smooth manner, avoiding unwanted oscillations and
aggressive maneuvers (Lippay and Hoagg, 2021).

This paper addresses the problem of the synchronization
of wheeled mobile robots considering a leader-follower con-
figuration using static couplings. The leader robot must
transmit its position and orientation to the followers to
achieve synchronization. The process of sending informa-
tion to the robots is susceptible to attacks from an in-
truder. An intruder can steal information or send erro-
neous signals to the robots, jeopardizing the synchroniza-
tion and formation. We propose an encryption algorithm
based on a chaotic system to secure the transmission
process. To achieve synchronization we design a nonlinear
controller that allows the robot to track a smooth trajec-
tory.

This paper is organized as follows. Some mathematical
preliminaries and the problem formulation are presented in
Section 2. The trajectory tracking algorithm is developed
in Section 3. Section 4 presents the encryption algorithm
and experimental results are presented in Section 5. Fi-
nally, some concluding remarks are given in Section 6.

2. PRELIMINARIES
2.1 Kinematic model

This section presents the kinematic model of differential-
drive WMRs moving on a plane. The linear and angular
speeds generated by the rotation rate of the wheels are
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Fig. 1. Proposed schematic diagram for synchronization of
mobile robots.
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Fig. 2. Coordinates frames and kinematic variables for
the differential-drive wheeled mobile robot (left) and
ROSbot 2.0 (right)
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where v € R, and w € R are the linear and angular speeds
of the robot, r € R and ¢ € R denote the radius of the
wheel and the distance between them. Finally, wy, € R,
and wg, € R are the angular speeds of left and right wheels.

To obtain the kinematic model, we define two right-handed
coordinates frames, namely, the inertial frame {Z} and the
body frame {B} attached to the center of mass of the
robot, see Fig. 2. The yp-axis is parallel to the wheels’
rotation axis as is shown in Fig. 2. Since the linear velocity
generated by the wheels is orthogonal to the yz-axis and
assuming a non slipping condition, it follows

vgYs =0 (2)
where vz € R? is the linear velocity in T{B} The velocity
constraint (nonholonomic constraint) vzyz = 0 indicates

that the robot cannot move sideways. The orientation or
attitude of the robot is described by the rotation matrix

vg:cg =V,

R— 331; Tz yng
| .7 T

TpYz YpYz

Furthermore, the rotation matrix can be parametrized by
the heading angle 6 € [—m, 1) (see Figure 2) as follows

1 € S0(2).
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where I € R2%2 is the identity matrix and § € R?*2
is a skew-symmetric matrix. By taking into account that
S? = —I, the time derivative of R is given by
R =0sin0S* + 0cos0S
= wS (cosOI + sin 6.5)
=wSR (4)
where w = 6. From (2) and (3), the linear velocity in
the inertial frame {Z} is given by vz = vRxp. Finally,
by considering p = vz where p = [z y]—r € R2 is the
Cartesian position of the robot and defining the unit vector
r=Rxp € S' = {r e R? | r'r = 1} and using (4), the
kinematics of the differential-drive WMR is given by
p=vr (5a)
r=wSr (5b)
where the pose of the robot is described by the pair
(p,7) € R? x S and (v, w) are the control inputs.

R =cosOI +sinfS, S= {0 _1} (3)

2.2 Static coupling

There are two types of connection for a static coupling,
namely, unidirectional (leader-follower) and bidirectional
(global). To generate either of the two types of connections
mentioned above, it is necessary to first establish a con-
nection topology. The connection topology define the type
of interaction between the systems, and their interaction
can be unidirectional or bidirectional. For this purpose, we
made use of a mathematical tool whose origin belongs to
the already extensively studied area of graph theory, being
the coupling matrix.

The coupling matrix is an important element that serves
to indicate the connection topology of two or more systems
within a network. That is why it is so important to
calculate it in order to determine and implement this type
of coupling to the systems involved. For this purpose, the
adjacency matrix I'(G) = [y;;] € R™*™ is determined
first. This matrix is of square dimension n X n, it has
the same number of rows and columns, where n € N*
represents the number of interconnected systems. The
matrix is composed in each of its elements v;; of 0’s and
1’s, which are given such that:
1if (i,5) € £(G),

Vij = {O (othtz,rwisé, : (6)
so that (i,j) € &(G) indicates that there is an edge
connecting nodes i and j, where £(G) is the set of edges of
the graph G = (G, £). It is worth noting that if the type of
connection is bidirectional then 7;; = 1 from node 7 to j
and vice versa while unidirectionally it can only exist from
i to j or from j to i only.

Similarly, it is necessary to calculate the degree matrix
D(G), which is a diagonal matrix of dimension n x n and
its elements represent the number of neighbors that each
node has. The elements of the matrix is given by d;; where:
_Jdi iti=y,

dij = { 0 otherwise. (7)
The degree of node i is denoted as the coefficient d;, which
is the sum of all the elements of row ¢ of the adjacency

3gpatrix I'(G) such that:
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n
di= Y 7
j=Lj#i
In the case of unidirectional connections, we can distin-
guish the degree by input d; and by output d;", where
the former is the sum of all links that have node i as their
end, while the latter is for all those that have it at the

beginning (Martinez Clark, 2014).

(®)

Consequently, after having determined the adjacency ma-
trices T'(G) and of degree D(G) we calculate the Laplacian
matrix, which is the result of the difference between the
matrices D(G) and T'(G) such that:

L(G) = D(9) - T'(9). 9)
Finally the coupling matrix A(G) is defined as follows
A(G) = ~L(G) (10)

The coupling matrix plays an important role in an-
alyzing system synchronization. For a more detailed
description on graph theory see (Lépez Parra, 2017;
Martinez Clark, 2014; Foulds, 2012) and some of its appli-
cations see (Montafiez-Molina, 2020; Vara Herrera, 2021).

2.8 Problem formulation

In this paper, we consider the use of static (direct) coupling
for sending secure control signals to mobile robots under
the scheme described in Fig. 1. Where it is intended to
link a computer with the leader robot and this, in turn,
will send control signals in encrypted form, where being
the follower robot responsible for deciphering these control
signals and being guided in order to achieve synchroniza-
tion.

3. CONTROL ALGORITHM

Within the field of mobile robotics, it is of utmost im-
portance to consider the control objectives since they
determine the complexity in developing control laws that
allow mobile robots to perform their tasks efficiently or
optimized as appropriate. For this purpose, there are two
common control objectives:

e Position regulation
e Trajectory tracking

In this work, we focus on the second objective. The
following is a detailed analysis and design of a nonlinear
control law to achieve trajectory tracking, as well as
definition of characteristics that desired trajectories must
satisfy.

3.1 Desired trajectory

Let py(t) = [za(t) yd(t)]—r € R? denote the desired time-
varying reference trajectory. In order to design the control
law we make some assumptions on py(t) :

e The elements of the vector py(t) are continuous
functions.

e The desired trajectory function p,(t) must be at least
twice differentiable with respect to time.

e Finally, the time derivative of p,(t) denoted by pgy(t)
must satisfy ||pq(t)|| > « > 0 V¢t > 0, where « is a
positive constant value.

Copyright® AMCA, ISSN: 2594-2492

One of the trajectories that meet the above conditions is
Lemniscata type trajectory, which is defined as:

(11)

ya(t) = asin (wat), (12)
where a € R is the amplitude and w;, we € R are the
frequencies of the trajectory. The derivative with respect
to time of the equations (11) and (12) are given by:

zq(t) = asin(w1t),

Z4(t) = aw; cos(wnt), (13)

Ya(t) = aws cos (wat) . (14)

3.2 Nonlinear control law

In this section we present a nonlinear tracking controller
for the WMR kinematics presented in (5). We recall that
rotation matrix R € SO(2) can be expressed as:

R=[r Sr], (15)
where for any » € S'. According to (5), for the WMR
the unit vector r indicates the direction of the linear
velocity. To design the tracking controller, we introduce
the auxiliary state & € R? and define the unit vector rq =
Hgil\ € S'. Now suppose that p = £, then, from (4) we have
that » = r4.Therefore, for the orientation subsystem (5b),
the control objective is to align r with rq.

After some computation and using the property Saa'S =

aa’ — ||a||?I, for all a € N2, the time derivative of rq is

given by

_¢'S8¢
1€11?

Based on the previous definitions, we define the attitude,
position and velocity errors as follows

f"d = wdSrd, wq (16)

e, = (r{r)b; + (r] Sr)by (17a)
e, =p —pqy(t) (17b)
e, =& —vq(t) (17¢)
where bi,by € R2 are canonical basis in ®?, that is,
[b1 bs] = I. To proceed with the controller design, we

will obtain the time derivative of the trajectory tracking
errors. Using the WMR kinematics (5) and (16), the open-
loop dynamics of the tracking errors (17) are given by

é = (wqg —w)Se, (18a)
e, =vr —vq4(t) (18b)
ey =§&—aq(t) (18¢)

where aq(t) = v4(t) € R? is the desired acceleration.

Finally, the proposed attitude and position tracking con-
trollers are given by

w=wq—Ab, e (19a)

v= el (190)

£ = —A2f — Asep +aq(t) + Agva(t), [[€(0)] #0
(19¢

where A; € R is a positive constant and A;, Ay € R2¥2
are positive definite matrices. By taking into account (18)
and (19) the closed-loop dynamics read

ér = =\ (b, e;)Se, (20)
ép = ey + |ley +va(?)]|(r — ra) (21)
év = —Agev — A3€p. (22)
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where [e, e e:,r]T = [bjo" OT]T € S x N2 x N2 is
an equilibrium point. Following similar steps of the proof
of (Villalobos-Aranda et al., 2024) we can show that the
equilibrium point is almost globally exponentially stable.

Therefore, p(t) — py(t), r(t) — ra(t) as t — oo.
3.8 Synchronization protocol

In this work, we consider a leader-follower approach, that
is, the communication topology is described by a star
topology. Due to the simple structure of the star topology
we can use the trajectory tracking controller developed in
the previous subsection.

The control law for the leader robot is given by

ve = [[&ll (23)

&/ 8¢,
1€l

together with the solution equation of the augmented state
described as follows:

€= Aok — Ag,epr + aa(t) + Ag,wa(t),  [€,(0)]] ?(ézgj

Wy = Wq — )\urz—Srd, wq = (24)

And, for the follower robots, the control law read as
follows:
Vei = [|€sill (26)
_£45E,
1€aill*
where, similarly, the solution equation of the augmented
state of the system such that:

Wei = Wai — AsiT; STai Wai = (27)

N
SS = _AQSiﬁsi_ASS ZP)’ijepsi'i'A%vm(t)ﬂ ”551(0)” 7é 0.

i=1

(28)
where eps; = p; — p, for all i = {1,2,...,N} and ~;;
are the elements of I'(G). It is important to note that the
states of the master robot, such as the position p, and
velocity vy, will be sent to the follower robot in encrypted
form. So, for practical purposes, we define the encrypted
position as p, and for the encrypted velocity as ¥, with
special emphasis that such information from the master
robot is decrypted at the follower robot.

4. SIGNAL ENCRYPTION

The secure transmission of data is very important to guar-
antee the integrity of the information in its transmission,
as well as adding security to communications. For this
reason, it is crucial to use signal encryption techniques
to avoid any kind of intervention by an external agent.

For this purpose, we propose the encryption scheme pre-
sented in Fig. 3 which, by synchronizing two chaotic sys-
tems, it is possible to encrypt and decrypt one or several
signals which, for this thesis work, are the x, states of
master robot.

For this to be possible it is necessary to adjust the chaotic
systems to the same initial condition, otherwise their
dynamics over time would be very different from each other
causing the signal to be undecipherable and therefore not
very useful for its use. That is, in other words, the states

Synchronization

Encrypted signal

;

Ty

Fig. 3. Signal encryption scheme.

encrypted, in this case the states x, of the master robot
such that:

d)g =Xy + Ti1, (29)
where @&, represents the states of the encrypted master
robot. Now, given that the two chaotic systems have
the same initial conditions, the states of the 2nd chaotic
system are used to subtract the a;; states of the 1st chaotic
system in order to decode the encrypted x,;, which means:
(30)
so that @ represents the decoded master robot states, such
that it must satisfy &, = =, for the decoded signal to be
effective and useful to the follower robot which will use
that information to synchronize its dynamics to those of
master robot.

Ty = Xy — Ty,

4.1 Chaotic systems

In that sense, for the analysis and study of sending
messages securely (in this case control signals or desired
trajectories) as a first stage, the individual implementation
for a single robot was considered, taking as the message
to encrypt the desired trajectories imposed on the robot.
On the other hand, the hyperchaotic system used for
encryption in the present research work is the system
reported in Arellano-Delgado et al. (2017) and Arellano-
Delgado et al. (2023), which is a discrete system that
presents chaotic and hyperchaotic dynamics and is defined
as follows:

sin (24, (k))

z.(k+1)= l b, (k) + Cuq(k), (31)
sin (xp, (k))
:Bb(k' + 1) = l bxbz (k) ] + CUz(k), (32)

where xo(k) = [2q,(k) xaz(k)]T € R? and xy(k) =
[zp, (k) xp, (k)]—r € R? are vector states belonging to the
coupled systems described in (31)-(32), C € R™*" is a
suitably chosen matrix and w;(k), uz(k) € R™ are the
input signals coupling the systems (31)-(32).

In the case of a direct coupling, in (31)-(32) the well-
known and extensively studied fuzzy coupling can be used
as follows:

uy (k) = c(n@a (k) + 2o (K)), (33)

ug(k) = c(ney(k) + a(k)), (34)
where ¢ # 0 is the coupling strength and 7 is the
bifurcation parameter that allows us to generate the path
to chaos and hyperchaos, furthermore 7 determines the in-
phase or anti-phase synchronization between the systems

x;1 of the 1st chaotic system are added to the signal to be 3421)-(32).
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5. EXPERIMENTAL RESULTS

In order to validate the working scheme, shown in Fig. 1, a
series of experiments were developed where the control law
described in (19) is implemented. Likewise, a Lemniscata-
type trajectory, which is described in equations (11)-(14),
where its parameters are given such that a = 0.8, wy =
27 /50 y we = 27/25, was considered in a particular way.
The network used in the experiments is composed of two
identical WMRs shown in Figure 2.

Now, as described in the aforementioned sections, to ob-
tain the desired behavior in mobile robots it is necessary to
use auxiliary systems that allow both the master-follower
synchronization and the encryption of control signals be-
tween robots, so then the following parameters and initial
conditions were defined for each system involved:

e Parameters and initial conditions of mobile robots:

20(0) =0 x5(0) =0
ye(0) =0 ys(0) =0
R, (0) =T R,(0) =T

Table 1. Parameter values of mobile robot
ROSbot 2.0 PRO.

Parameters Values
r 42.5 mm
l 192 mm

e Parameters and initial conditions of chaotic systems:

Zq,(0) =1 xp, (0) = 1.1

Za,(0) =271 Ty, (0) = 271.1
A = 2000 b=-0.5
c=4 n=-0.5

e Parameters and initial conditions of the augmented
state auxiliary system (nonlinear controller):

£,,00=10101]"  £,0)=[0101]"

Finally, it should be noted that the experiments were
conducted over a period of time t € [0,50] seconds,
resulting in the behaviors shown below.

Now, consequently, the nonlinear controller was imple-
mented to the master and follower robots, being the first
case a direct coupling where the performance of both
robots is shown from Fig. 4 to Fig. 6. So, the robot was
tuned starting with the gains used in the numerical simula-
tions, establishing the following gains for the development
of the experimental validation:

2
AngAst[Og}, A3g:A3S:|:8g:|7
keeping in mind that A;, = A;, = 2.5, since otherwise the
control action on the actuators would prove to be a huge
energy drain on the robots’ batteries, while at the same
time trying to follow the trajectory both robots would
tend to skid due to sudden braking during stabilization
making significantly large errors. Not only could this
cause the robots to have a longer transient time to reach

some cases) the robots would become unstable and thus
fail to synchronize properly.

Fig. 4. Temporal dynamics of mobile robot states.

1.5¢
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1t - = =py(t)
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15 -1 05 0 0.5 1 15
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Fig. 5. Trajectories of the leader (red) and follower (blue)
robot in the x-y plane.
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Fig. 6. Position error of the leader robot with respect to
the desired trajectory (ey) and the follower robot (ey).

It should be noted that in the results shown above the
signals from the mobile robots were encrypted, Fig. 7
being a real example of their encryption in the Cartesian

asymptotic stabilization and synchronization, but also (in 3§§sitions and velocities of the master robot. For this case,
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one of the states of the chaotic system described in (31)-
(32) was used to encrypt the signals of the leader robot.
However, it is important to note (as shown in Fig. 7) that
if the system has initial conditions different from the one
established, no matter how small its values are, it can
significantly alter the signal making it indecipherable.

a(t) (m]

@g(t) [m]

(1) m]

Fig. 7. Encryption and decryption of z, state of leader
robot with respect to time.

6. CONCLUSION

The culmination of this work reveals positive results in
the performance of the control law for trajectory tracking
during the synchronization of mobile robots, proving to
be effective. However, despite the excellent performance
of mobile robots, there are other factors that hinder their
behavior, one of them being the position measurement,
since the robot’s odometry generates cumulative errors
that over time deviate the robot’s path from the desired
trajectory.

It should be noted that control signal encryption is se-
cure because adding a signal to one of the states of the
hyperchaotic system produces a chaotic effect that makes
the encryption difficult to decrypt. Moreover, if the initial
condition is minimally changed, the encryption is even
more secure and virtually impossible to crack. In addition,
the robot battery is mostly worn out if very high gains are
used in the control input of the mobile robot.

As future work, it’s necessary to consider the development

different types of mobile robots for experimental trajectory
formation or tracking. On the other hand, the design of
control algorithms for the synchronization and formation
of mobile robots using vision systems should also be
considered.
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